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Background (a)
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• Basic terminology
• Communication models
• Protocols
• Standard reference models (OSI and TCP/IP)
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Node -- a computer or a network device
Host -- a computer

Link -- a physical data path between nodes
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Networking
that we

don’t want to 
detail

(connectivity
Implied)

The Edge

“The Cloud”

Channel

A logical “path”
from node to 
node
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“Source”
or

“Sender”
“Destination”

or
“Receiver”

Broadcast --
Same message 

sent to every receiver
Multicast --

Same message 
sent to some receivers

Point-to-point --
Messages relayed
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Bus
Star

Switched

Internetworked

“subnetworks”

Point-to-Point Link

Simplex

t

t + dt
Half Duplex

Full Duplex

Ring
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“b”, “B”

“b” --> bit
“B” --> 8-bit byte

“b”, “B”

“b” --> bit
“B” --> 8-bit byte

“K”, “M”, “G” …

1.  “K” = 210, “M” = 220, “G” = 230

2.  “K” = 103, “M” = 106, “G” = 109

Use #1 when you mean a quantity of data 
(“100MB” = 100 x 220 Bytes)

Use #2 when you mean a Rate or distance 
(“100Mbps” = 100 x 106 bps,

“100Km” = 100 x 103 m)

“K”, “M”, “G” …

1.  “K” = 210, “M” = 220, “G” = 230

2.  “K” = 103, “M” = 106, “G” = 109

Use #1 when you mean a quantity of data 
(“100MB” = 100 x 220 Bytes)

Use #2 when you mean a Rate or distance 
(“100Mbps” = 100 x 106 bps,

“100Km” = 100 x 103 m)

“Bandwidth”

Means:
1.  Data Rate in Bits per second
2.  Frequency Range in Hertz

Assume I mean #1.  
If I mean #2, I’ll say so.  

“Bandwidth”

Means:
1.  Data Rate in Bits per second
2.  Frequency Range in Hertz

Assume I mean #1.  
If I mean #2, I’ll say so.  

Some Problem Terminology

“internet” / “Internet”

“internet” -- short for internetwork
“Internet” -- THE Global Internet

“internet” / “Internet”

“internet” -- short for internetwork
“Internet” -- THE Global Internet
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Personal Area 
Network (PAN)

Local Area 
Network (LAN)

Metro Area 
Network (MAN)

Wide Area 
Network (WAN)

Personal Area 
Network (PAN)

Local Area 
Network (LAN)

Metro Area 
Network (MAN)

Wide Area 
Network (WAN)

# Nodes

1-10

Up to a few 
hundred

Hundreds to 
Thousands

Tens of 
thousands 
and up

# Nodes

1-10

Up to a few 
hundred

Hundreds to 
Thousands

Tens of 
thousands 
and up

Range

couple of meters
(body, car)

few hundred 
meters (building)

km (city)

10s-1000s km
(country, world-
wide)

Range

couple of meters
(body, car)

few hundred 
meters (building)

km (city)

10s-1000s km
(country, world-
wide)

Bandwidth

~1Mbps

10-1000 Mbps

100-1000 Mbps

1000 Mbps and up

Bandwidth

~1Mbps

10-1000 Mbps

100-1000 Mbps

1000 Mbps and up
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• “Connectionless”
(a.K.A “packet-oriented”, “datagram”)

• The “data” carries destination 
address

• The “network” moves data from place 
to place, forwarding it toward 
destination

• There is some overhead associated 
with reading/ processing the address 
at each intermediate station, but 
“setup” overhead is low

• “Connection-oriented”
(aka “circuit-switched”) 

• A source-to-destination path is 
established beforehand based on 
addressing info

• “Data” needs no addressing -- it 
simply follows the established path

• There is some overhead associated 
with setting up the path and tearing 
it down, but “forwarding” overhead 
is low

The Postal Service model The Telco model

Better than connection-oriented 
when we have short interactions 
among changing sets of nodes

Better than connectionless when 
we have fairly long interactions 
among a constant set of nodes
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Two Common Ways That Computers 
Communicate

client server

short request

short reply

Conventional Client / Server 
Communication 
(e.g. web surfing)

• Relatively short messages 
exchanged

• A single client-server episode 
may be short

• client accesses many servers 
per unit time

• server serves many clients per 
unit time

• performance usually not critical

Fits the Postal Service Model

client server

short request

long reply

Streaming media 
(e.g. real-time video)

• A single client-server 
episode may be hours long

• client-server pairings are 
fairly stable

• performance may be critical

Fits the Telco Model
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ce Protocols

• A protocol is a set of 
– rules and 
– formats

for data communication between peers.  It allows 
agreement on the meaning and validity of messages.
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Application -> 
Application

A Protocol Stack

Process 1 Process 2
sock_1 sock_2

Computer: 122.74.6.6 Computer: 17.4.0.4

Data
Data
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Application -> 
Application

Port -> Port

Protocol Stack

Process 1 Process 2
sock_1 sock_2

sock_1 = port 371 sock_2 = port 22

Computer: 122.74.6.6 Computer: 17.4.0.4

Data

to port22

ACK

Data

Data

Data
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Application 
Layer

Application -> 
Application

Transport 
Layer 

Port -> Port

Network 
Layer 

Computer -> 
Computer

Protocol Stack

Process 1 Process 2
sock_1 sock_2

sock_1 = port 371 sock_2 = port 22

Computer: 122.74.6.6 Computer: 17.4.0.4

Data

to port22

ACK

Data

to port22
Data

to 17.4.0.4

Data

Data

Data
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Application 
Layer

Application -> 
Application

Transport 
Layer 

Port -> Port

Network 
Layer 

Computer -> 
Computer

Data link 
Layer 

Node -> Node

Protocol Stack

Process 1 Process 2
sock_1 sock_2

sock_1 = port 371 sock_2 = port 22

Computer: 122.74.6.6 Computer: 17.4.0.4

Data

to port22

ACK

Data

to port22
Data

to 17.4.0.4

2F:A0:44:A0:21:00 21:46:B1:B1:08:00
Data to 17.4.0.4

to 21:46:…to 21:46:...
#1 #2

to port22

Data

Data

Data

Data

cs570 cs570 

G. W. Cox -- Fall 2007
Intro - 16

T
h

e 
U

n
iv

er
si

ty
 O

f 
A

la
b

a
m

a
 i

n
 H

u
n

ts
v

il
le

   
  C

o
m

p
u

te
r 

S
ci

en
ce

T
h

e 
U

n
iv

er
si

ty
 O

f 
A

la
b

a
m

a
 i

n
 H

u
n

ts
v

il
le

   
  C

o
m

p
u

te
r 

S
ci

en
ce

Application 
Layer

Application -> 
Application

Transport 
Layer 

Port -> Port

Network 
Layer 

Computer -> 
Computer

Data link 
Layer 

Node -> Node

Physical
Layer

Protocol Stack

Process 1 Process 2
sock_1 sock_2

sock_1 = port 371 sock_2 = port 22

Computer: 122.74.6.6 Computer: 17.4.0.4

Data

to port22

ACK

Data

to port22
Data

to 17.4.0.4

2F:A0:44:A0:21:00 21:46:B1:B1:08:00
Data to 17.4.0.4

to 21:46:…to 21:46:...
#1 #2

to port22

Data

Data

Data

Data
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ce How the Protocol Layers Interoperate

Protocol Layer
N+1

Protocol Layer
N

Protocol Layer
N+1

Protocol Layer
N

Data
LN+1 Header

Data

Data
LN+1 Header

LN Header

C
on

tro
l /

 S
ta

tu
s

Data

Data
LN+1 Header

Data
LN+1 Header

LN Header

Peer-to-Peer Protocol
(Virtual Interface)

Data
LN+1 Header

Service
Interface
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ce Some Things to Note

• The sender’s layer N behaves as though it 
communicates directly with its peer at the receiver

• Each layer adds some header/ trailer info -- this is 
called encapsulation



10

cs570 cs570 

G. W. Cox -- Fall 2007
Intro - 19

T
h

e 
U

n
iv

er
si

ty
 O

f 
A

la
b

a
m

a
 i

n
 H

u
n

ts
v

il
le

   
  C

o
m

p
u

te
r 

S
ci

en
ce

T
h

e 
U

n
iv

er
si

ty
 O

f 
A

la
b

a
m

a
 i

n
 H

u
n

ts
v

il
le

   
  C

o
m

p
u

te
r 

S
ci

en
ce Why a Layered Protocol?

• Modularity -> flexibility
• Higher layers don’t depend on the way the lower 

layers do their job -- this limits the “breakage” when 
we incorporate new protocols or technologies

• Lower layers don’t depend on the type of information 
that the higher layers send down -- this makes it 
possible to build simple “exception-free” code

• By limiting the functions of each layer, we can build 
efficient, fast-running code.
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Application

Presentation

Session

Transport

Network

Data Link

Physical

ISO OSI = International Standards Organization Open Systems Interconnect

L1

L2

L3

L4

L5

L6

L7

Transfers raw binary data across links
Data unit is the bit

Manages data movement across links: “node-to-node”
Data unit is the frame

Moves data across network(s) “computer-to-computer”
Data unit is the packet or virtual circuit

Manages “port-to-port” transfers
Data unit is the segment

Manages end-to-end “communication episodes”, ties together data streams
(These functions usually bundled into Application layer) 

Provides utility functions (e.g, format conversion)
(These functions usually bundled into Application layer) 

User applications 

AKA:
• “The OSI Stack”

• “The Wedding Cake Model”

AKA:
• “The OSI Stack”

• “The Wedding Cake Model”
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How the Heck Am I Supposed to 
Remember That?

hysical ata Link       etwork      ransport      ession      resentation pplicationP
L
E
A
S
E

D
O

N
O
T

T
A
K
E

S
A
U
S
A
G
E

P
I
Z
Z
A

A
W
A
Y
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TCP/IP = “Transmission Control Protocol / Internet Protocol”

OSI

Application

Presentation

Session

Transport

Network

Data Link

Physical

TCP / IP

Application

XXX

XXX

TCP

IP

Often Combined

App App App

TCP UDP

IP

Net
Type

App

Net
Type

Net
Type

Net
Type

The “TCP / IP Hourglass”
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ce Why Two Reference Models?

Based on standards developed by 
international organization

Many years to “paper”, early 
implementations bad

Mandated, fixed standard

“Useless” layers

Only connection-oriented service is 
visible to user

Based on programmer’s, user’s needs

Solid running code early, widespread free 
distribution (BSD unix) 

Open standard w/ developer participation

Layers do what programmers need to do

Both connection-oriented and 
connectionless service visible

Both emerged about the same time, but radically different philosophies
OSI TCP / IP

The result: 
TCP/IP dominates by far, but OSI still useful as a reference model
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The reference model we’ll use and 
how to think about it

AppApp

PresPres

SessSess

TransTrans

NetNet

DLDL

PHYPHY

“The
Applications”

“The 
Network 

OS”

“The
Hardware”
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Where Is the Protocol Software in a 
Network?

Computer
1

Network
Node

Computer
2

App

Pres

Sess

Trans

Net

DL A

Phy A

App

Pres

Sess

Trans

Net

DL B

Phy B

Net

DL A

Phy A

DL B

Phy B

Network Type “A” Network Type “B”

Network Operations Layers

SW Running
on Computer 1

SW Running
on Computer 2

SW Running
on Network Node
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Most OS’s provide a “socket” construct that serves as the connection 
between an application and the networking protocols

Client Server
Create conn 
req socket

“Passive 
open” Wait for 

Request

Create socket

“Active Open”
Request (Address)

Create Data 
SocketSend Data 

Request

ACK

Send Data


