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Abstract. Conceptual graphsare applied to aproblemin databaseinferenceknown as
secondpath analysis. A sensitivetarget isproposed, namely to keep secret that acertain
company isworking on acertain project. Typically available non-sensitiveinformation
is introduced in the form of relational database schemata. These schemata are then
expressed as conceptual graphs, followed by a series of joins which are performed
revealing thesensitivetarget. It isshownthat conceptual graph representationsare able
to analyze second path problems and achieve the same results as previoustechniques.

A new inference path was discovered that had not been identified by previouswork.

1 Introduction

In this paper, we discuss the role of conceptual graphsin analyzing a particular problem in
database inference called the second-path inference method. At this stage of the research,
we have succeeded in representing appropriate knowledge using conceptual graphs. Our
goal is to ultimately use guided transformations to determine whether a given database is
vulnerable to inference problems.

This paper is organized as follows. Section 2 describes general features of the inference
detection problem, and summarizes an approach to that problem called second path analysis.
Section 3 shows a complete example of how second path analysis is accomplished using
conceptual graphsto represent al the rel event knowledge of the analysis. Section 4 discusses
some issues raised by this approach. Section 5 summarizes the results and outlines some
anticipated future work.

2 Inference Detection Through Second Path Analysis

The concept of second path analysis for inference detection was originally proposed by
Hinke [9, 10] based on Chen’'s ER-model [7] as a means to infer a sensitive relationship
between entities, which in Chen’s model are just undefined things. Additional work on
second path analysis has been performed by Binns[2, 3, 4].
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Under the original formulation of second path analysis, data within an enterprise was
model ed using entitiesand rel ationshipsbetween entities. Thisdatamodel isasimplification
of that proposed in Chen’sER-model, since the distinctionbetween entitiesand attributes, as
descriptorsof entities, isdropped. Under thissimplified model, only entitiesand rel ationships
between entities are considered. It is assumed that the information relevant to an enterprise
ismodeled as a graph with entities and relationships. Entities are represented as nodes and
relationshipsare represented as links. Each of thelinksin an enterprise model has associated
with it a security sensitivity label or classification. It is assumed that security controls are
applied by the organization responsible for the data to ensure that sensitive data about these
relations are released only to authorized people. While some of these relationships may
be highly sensitive and releasable only to those with proper clearances, other data may be
public and available to one’s adversary.

The inference problem arises when an adversary is able to infer sensitive relationships
that are more highly classified than the data to which he has been given access. In this
case, what the adversary seeks is a relationship between two entities, where the direct
path connecting them is protected through an appropriate classification label at a security
level above that authorized to the adversary. With second path analysis, the adversary can
infer this direct relationship by discovering a second, non-direct path, that joins these two
entities. To understand how second path analysis can be used to perform inference analysis,
an example based on one by Hinke [9] will be presented.

Consider a sensitive project that has a number of companies supporting it. For various
reasons, the names of the companies supporting this particular project may be sensitive.
In effect, what is sensitive is the relationship between project and company. This sensitive
relationshipis not made available to our adversary. Now assume further that an employee of
one of these supporting companies visits the research center that is performing the project
to attend a meeting for the project. If the attendee list can be obtained by the adversary, and
if thislist contains the names of the companies, or if through such means as professional
society membership lists the employers of the attendees can be retrieved, then the inference
can be made using the second path shown in Figure 1.

‘ Project }%[ holds ]%{ Meeting ‘

works-for attended-by

‘ Company ‘

Fig. 1. Second Path Via Meeting

The example can be altered from the original in [9] to analyze different paths. To make
the problem more challenging, suppose that the attendee list is not made available; however,
there is some additional information that can be obtained by our adversary. This might
include data showing which rooms are reserved for meetings by some employee, perhaps a
project secretary. In addition, in this research center, all visitors must be escorted. Now, if



the escort of an attendee of the project meeting is the same person that reserved the meeting
room, we have another second path that can be used to make the project-company inference.
This new second path is shown in Figure 2.

‘ Project }>[ holds ]%{ Meeting ‘

@ Person ‘ [reserved-by]

\Company \ [ escorts H Employee \

Fig. 2. Second Path Via Escort

Note this may not be a correct inference, since it is possible that a visitor is attending a
meeting other than the one for which the escort reserved a room. However, in some cases
thismay provide an accurate inference.

From the previous base of research, the current research project, called AERIE, is
attempting to push inference detection forward in a number of new areas. The first area
isin the data structures used. While Thuraisingham [16] has noted that the simple ER-
model used in [9] is a primitive type of conceptual graph, the current AERIE research
has adopted conceptual graphs [14] as the basic data structure with which to describe
the enterprise’s databases as well as a means for representing relevant specialized and
generalized knowledge.

The second area in which the AERIE research is attempting to extend inference work is
through the classification of varioustypes of inferences, based on the nature of the data that
isbeing inferred, and the identification of appropriate inference approaches for each type of
inference [6, 11]. One of these inference typesis the entity-to-entity type for which second
path analysis is just one of the inference detection methods. The extension of second path
analysis to conceptual graphs represents a new thrust of this analysis technique. The next
section of this paper describes an example of how second path inference detection technique
can be extended to conceptual graphs.

3 Second Path Analysiswith Conceptual Graphs

This section discusses an example of second path analysis using conceptual graphs. In this
example, the sensitive target is knowing which project a company is working on, based
on whether any of its employees attends a meeting accompanied by a person who works
for that project. Our example is mainly to illustrate how the sensitive information can be
inferred from non-sensitive information found in typical databases. For our purposes, it
is not essential that the information be available in actual databases, per se, only that the
information be available (even in handwritten form) to an adversary.



3.1 ExampleDatabase Description

Typica relational database schemata are shown below with particular instances. The
corresponding conceptual graph representation is also shown for each of the schemata.
Table 1 represents a typical sign-in log, where visitors to an installation check-in at a
reception area. Table 2 represents some of a company’s payroll accounting information.
Table 3 represents a list of meeting room reservations. Table 4 represents the list of projects
and jobs numbers.

\Visitor Name/Company|Escort|  Date | Time-in | Time-out
| Susn | XYZ | Mike|Nov. 1, 1992/11:00 A.M. 12:00 PM.

Table 1. Schemafor Visitor Log of Company ABC

|Employee Name|Job-number |Hours| Week-end date|
Mike 5 | 40 | Nov5,92 |

Table 2. Schemafor Payroll Accountingin Company ABC

|[EmployeeName| Fromtime| Totime | Date
| Mike  |1L:00A.M.12:00 PM.[Nov. 1, 1992|

Table 3. Schemafor Meeting Room Reservations

|Project name|Job-number |
| AERE | 5 |

Table 4. Schemafor Projectsand Job Numbers

3.2 Initial Conceptual Graphs

A knowledge engineer will tranglate each database schema into conceptual graphsto capture
the semantics of the database relations. The graph in Figure 3 represents the schema for
the visitor-log, the graph in Figure 4 represents the payroll accounting schema, Figure 5
represents the the meeting room reservations schema and the graph in Figure 6 represents
the project schema.

3.3 Inference Detection with Conceptual Graphs

We begin with a sensitive target which is the following: Company XYZ is involved in the
project AERIE. Lookingat Figure 3, we seethat thereisno direct relationship connecting the
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Fig. 3. Graph Representing Visitor Log
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Fig. 4. Graph Representing Payroll Accounting
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Fig. 6. Graph Representing Projects and Job Numbers




two concepts XY Z and AERIE. We start with Figure 3. The only other graph with acommon
concept is Figure 5. We therefore apply a join to the Figure 3 and Figure 5 on the common
concepts [TO_TIME], [FROM _TIME] and [DATE]. Also the concept [ESCORT: Mike] in
Figure 3 can be generalized to [EMPLOY EE: Mike] and joined with [EMPLOY EE: Mike]
in Figure 5. The resulting graph of both these joiningsis Figure 7.

[ VISITOR: Susan [<—(_content =1 COMPANY : XYZ |
accompanies COMPANY : ABC |
[ EMPLOYEE: Mike | agent LEAVE |
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VISITING |
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Z
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(finish )
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Fig. 7. Graph Joining Figure 3 and Figure 5

Figure 7 does not yet show any relationship between company XY Z and project AERIE.
Note that the join of Figure4 and Figure 6 gives a relationship between the concepts
[PROJECT] and [EMPLOYEE] where the common concept on which they are joined
is [JOB_NQ]. The resulting graph is Figure 8; however, this does not yet give us any
relationship between company and project.

Thus Figure 7 shows a relationship between [COMPANY] and [EMPLOYEE: Mike]
and Figure 8 shows a relationship between [EMPLOY EE: Mike] and [PROJECT]. We can
join the concept [EMPLOY EE: Mike] in Figure 7 and the concept [EMPLOY EE: Mike] in
Figure 8resultingin Figure 9. The second path in Figure 9 isshown by adotted line between
[VISITOR: Susan] and [EMPLOY EE: Mike] and is expressed in English as follows: Susan
of company XYZ accompanies Mike who works on job number 5 which is a characteristic
of the project named AERIE.
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Fig. 8. Graph Joining Figure 4 and Figure 6
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Thus the second path is obtained by applying conventional conceptual graph operations
to the database schemata's graphs.

4 Discussion

An interesting observation can be made in comparing thiswork to the same example given
by Hinkein [9], where the second path used the meeting to arrive at the inference. But here
the accounting information associated with the escort is used to connect the company with
the project. In other words the fact that the escort works on a project connects the visitor
and so her company with the project. The conceptual graph representation therefore helped
us find an additional second path that the previous work did not reveal .

We note that the semantics of the arrow directions have nothing to do with finding the
second path. Without the arrow directions we can still see a path between company and
project. But the arrow directions are essential to expressing the second path relationshipin
English.

The second-path analysis shown above is merely the result of applying a series of joins
and seeing the plausibility of whether an inference can be made. Thisfinal graph may not be
the exact answer for this particular inference problem, since there are other interpretations
that fit the given information. For instance, Mike's company may be supporting a number
of projects and it can't be said definitely that Susan’s company is involved specifically in
this project; it may be some other project, or in another instance, Mike may be escorting her
but she may be attending a project which may not necessarily involve Mike. In either case,
the current analysis could only say that there is a possible inference vulnerability, which is
the main purpose of thisresearch effort.

The analysis shown here does demonstrate a clear advantage of conceptual graphs over
and above the capabilities offered by simple algebraic joins. In our example, we made use
of subtypeinformation (e.g., ESCORT is a subtype of EMPLOY EE) that allowed joins on
the two concepts. Strict algebraic joins cannot exploit the similarity of these two concepts
the way that conceptual graph joinscan.

Characterizing database inference in terms of conceptual graphs is important for these
reasons:

— It is valuable to show that conceptual graphs semantics can, at the very least, solve
existing, well-known database problems, in order to substantiate the claims that
conceptual graphs are more powerful than existing database techniques.

— Conceptual graphs are often used in situations where inferences are to be drawn; this
work adds one new method to the toolkit of available inference techniques.

— Since current databases are being incorporated as part of larger knowledge-based
frameworks, it is useful to develop conceptual graph approaches that capture database
semantics, and not just their content.

5 Conclusion

We have shown that one of the most accepted and understood database inference techniques
— second-path analysis — can be accurately and succinctly captured by using conceptual
graphs. We have provided a general approach using conceptual graphs, and shown a



complete example of second-path analysis to illustrate both the problem and its solution.
We are incorporating thistechniqueinto a collection of techniques that will be developed by
the AERIE project. We believe that database inference is an excellent application domain
inwhich to apply conceptua graphs.

The inference detection problem involves identifying inferences that may be made
using knowledge from a database aong with some amount of general knowledge. While
our particular area of research is concerned with preventing such inferences once they
have been identified, we feel it has relevance to severa problems involving databases in
general. It has applicability to the general problem of making intelligent inferences about
database queries, where a query manager can aid a questioner in refining or clarifying a
guery, or even suggest other related databases whose information might be of interest to the
guestioner. Identifying inference paths is useful in preventing unwanted inferences, as well
asinfacilitating additional inferences in other situations.

The current work addresses an already-known problem in database inference and shows
how conceptual graphs can characterize a solution to this problem. Our future work is
aimed toward addressing new problems in database inference, using deep knowledge about
specific domains and then identifying new inference methods. We are attempting to partition
different kinds of database knowledge being represented, and are pursuing an approach to
pre-analyze pieces of knowledge before they are added to the larger knowledge base. We
intend to use conceptual graphs to solve the various classes of database inference targets
which we have identified in our research. Some of them are materialization of an activity,
materialization of a sensitive relationship between two or more materialized activities,etc.
We are also studying the suitability of conceptual graphs for specifying database design
guidelines which can make the database immune to the inference attack by an adversary.
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